ABSTRACT Network data traffic has increased dramatically with the rapid development of the Internet of Brain Things, and the host-based IP network Internet of Brain Things architecture is gradually unable to adapt to the new situation, and the information-centric network (ICN) centered on the information is proposed as a new network architecture. ICN-based Internet of Brain Things has greater flexibility to ensure scalable and efficient content distribution based on large-scale data transmission efficiency. With deep research on ICN, the key issue currently faced is the Internet of Brain Things network security problem based on ICN network, which is of great significance to the future development of the Internet of Brain Things network security. Aiming at this problem, and according to the research needs at this stage, this paper first analyzes the current research status of ICN network security based on ICN, and focuses on the attack and privacy issues in the current Internet of Brain Things operation mechanism. Then, according to the security requirements of ICNbased Internet of Brain Things integrity, confidentiality, availability, authentication and rights management, the ICN-based Internet of Brain Things network and security architecture is designed. From the perspective of mitigating attacks and protecting privacy, an interval-based authentication and a popularity-based caching mechanism are designed. Finally, in order to further verify the system performance, this paper is equipped with the simulation platform in ndnSIM environment to simulate the ICN-based Internet of Brain Things network security's overall security architecture and its authentication and caching mechanism. The system performance is evaluated by four technical indicators: round-trip time delay, network throughput, cache hit rate, and request success rate. The results show that the architecture and mechanism have good network security performance.
I. INTRODUCTION
In recent years, with the continuous advancement of technology, intelligent Internet of Brain Things technology has been well developed. The application of Internet of Brain Things technology promotes the innovative development of related technologies and applications, and provides powerful support for future intelligent services.
Compared with traditional networks, the Internet of Brain Things has a wider range and more hardware facilities. Many scholars have carried out a lot of research on ICN-based Internet of Brain Things and Internet of Brain Things network security issues. Mostefa [1] conducted a lot of research on the network security issues in the Internet of Brain Things, and discussed the network security issues in the Internet of Brain Things. They pointed out that the security of wireless sensor networks in the Internet of Brain Things is a huge challenge. there are multiple types of attacks for different levels of OSI models, the goal is to falsify the values of the detected parameters. Kaur et al. [2] combined game theory (GT) and stochastic Petri net (SPN) to try to define a random game network (SGN) for the first time, and establish an SGN-based Internet of Brain Things security model to improve the security performance of the Internet of Brain Things. Li et al. [3] studied the performance of different ICN architectures, and simulated the two ICN architectures: MobilityFirst and NDN in detail, and found that the performance of the Internet of Brain Things architecture based on MobilityFirst is superior. Yang et al. [4] explored the security and privacy issues of ICN, evaluated possible mitigation techniques, and summarized the results of 'information-centric networks and security'. Liang [5] proposed an improved transmission system architecture: Information Object Network (ION), and designed an extensible hierarchical data naming method for this purpose. The naming method ensures data security to a certain extent when saving data request routing information. In the caching strategy, the Bloom filter algorithm is applied to the cache lookup of data transmission, and the performance of the algorithm in the large-scale cache scenario is theoretically verified. Liu [6] started from the research background of Inte rnet of Brain Things and its information distribution. Through the investigation of the existing information distribution platform, the main problems faced by the current Internet of Brain Things information distribution platform were clarified, and the necessity and feasibility of introducing ICN technology were determined. SDN technology enables ICN-based information distribution and efficient, secure and flexible information distribution in the Internet of Brain Things. Liu [7] introduced the WS-Security security mechanism based on the service-oriented EPCglobal architecture and applied it to the Internet of Brain Things network to realize secure communication and privacy in the EPCglobal network information sharing process through the mature Web service security mechanism. protection. It provides a framework for further research on identity authentication and authorization mechanisms in service-oriented Internet of Brain Things networks. Mao et al. [8] summarized the privacy issues of ICN networks, and summarized the characteristics and effectiveness of existing ICN network privacy protection schemes, and discussed the issues that need to be further considered in ICN network privacy protection research. Zhao et al. [9] studied the problems in request forwarding in ICN for the problem of poor end-user experience and low network resource utilization in ICN, and established optimal congestion control strategy and distributed dynamic request forwarding algorithm.
At present, there are few studies on ICN-based Internet of Brain Things network security issues. In view of this, this paper attempts to design an ICN-based Internet of Brain Things network security system by constructing a reasonable and effective security architecture and its operating mechanism to prevent ICN from being widely used in the network security problem brought by the Internet of Brain Things.
The main work of the different sections of this paper is as follows:
In the second section, we mainly analyzed the technical principles of ICN and discussed the operation mechanism of the ICN-based network security system. In order to further study the security of ICN networks existing in the Internet of Brain Things, in the third section, based on the theoretical research in the second section, We discussed the development status of ICN-based Internet of Brain Things security technology firstly, and then analyzed the network security problems existing in the existing architecture from the aspects of content privacy and cyber attacks. According to the problems of the security architecture in the third section, we analyzed the corresponding security requirements in the fourth section, and designed the ICN-based Internet of Brain Things network security architecture and its operating mechanism according to the requirements. In order to test the security of the architecture and mechanism of the fourth section, we first set up the ndnSIM simulation environment, and then selected the round-trip time delay, network throughput, cache hit rate and request success rate evaluation indicators, And finally, we tested the performance of the system's overall structure, authentication mechanism and caching mechanism
II. STUDY ON THE INTERNET OF BRAIN THINGS BASED ON INFORMATION-CENTRIC NETWORK TECHNOLOGY A. BASIC PRINCIPLES AND TECHNOLOGY OF INFORMATON-CENTRIC NETWORK 1) BASIC PRINCIPLES OF INFORMATION-CENTER NETWORKS
Information-centric network(ICN) is a data object-based network architecture that is designed to meet the needs of scalable and efficient content distribution. Compared with the traditional network architecture, ICN technology uses the forwarding method of information names, and does not need to pay attention to node location information. This method uses a new caching technology to respond to intermediate cache nodes, reducing the time delay of intermediate transmission and forwarding processing, and is suitable for large-scale networks. The ICN realizes the information interaction between network nodes through the name of the information content, and pays more attention to the content of the information. The core object of this approach is content, not the host in the TCP/IP network [10] .
2) KEY TECHNOLOGY OF INFORMATION-CENTER NETWORKS
The implementation of ICN functions mainly depends on the following key technologies:
Naming Scheme: A flat naming scheme is used to make humans unreadable by using irregular numerical values or character composition. If you want to obtain the desired content name, you need to use other external authentication methods. The hierarchical naming scheme uses hierarchical human-readable names. This name is easy to understand and has good scalability. The relationship between the two naming schemes is as follows: of Brain Things. In addition, this technology cannot meet the requirements of complex mobile conditions and largescale access to the Internet of Brain Things [11] , [12] . The ICN-based Internet of Brain Things focuses on data rather than data sources, which can effectively solve the above problems in IP networks.
The content in the ICN has a persistent, unique, and location-independent name. The ICN recognizes network objects by name, uses a name-based routing system that natively supports mobility and multicast, and provides content security. Regarding confidentiality and access control issues, ICN implements restrictions on users accessing data by protecting the content itself. Regarding authentication and completion issues, ICN achieves content sharing between nodes through security support at the network layer, eliminating the trust requirements of intermediate nodes.
At present, the Internet of Brain Things based on ICN is shown in the following figure. This technology mainly meets the performance requirements for mobility and scalability.
III. STUDY ON THE INFORMATION-CENTRIC NETWORK SECURITY ISSUES IN INTERNET OF BRAIN THINGS
The Internet of Brain Things is generally a security system based on a three-tier architecture of the perception layer, the network layer, and the application layer. This system consists of a large number of different components. When an attacker conducts a network attack, it will attack the Internet of Brain Things security system from the weakest link. A simple Internet of Brain Things attack tree is as follows:
Compared with IP-based Internet of Brain Things, ICN-based Internet of Brain Things is more suitable for dynamic and diverse features, but ICN has two serious privacy issues: name privacy and cache privacy. In addition, ICN also has security risks and is likely to cause new types of security attacks, such as content poisoning attacks and Interest flood attacks [13] , [14] . 
A. STUDY ON THE PRIVACY ISSUES 1) CONTENT NAME PRIVACY ISSUES
The most representative technology in ICN is the Naming Data Network(NDN) [15] . NDN names the content, but the name has overall visibility into the network, because the name is related to the meaning of the stored content, it poses a privacy threat to the user to a certain extent, and this is the name privacy threat.
In order to solve these problems, a typical method is to use a human unreadable plane name which relies on the name resolution service to implement the translation of the name. But because of the openness of the information, this method still has the problem of exposing privacy.In addition, there is a Bloom filter method that uses a random search string instead of a content name to blur the name and protect the name privacy, but this method is prone to false positives and needs to be reset periodically.
This paper draws on the idea of encrypting the whole or partial name, and makes the content name have stronger privacy attributes by router encryption technology.
2) CONTENT CACHE PRIVACY ISSUES
Cache privacy, also known as timing attack [16] , distinguishes whether to hit the cache by accurately measuring the time, and then identifies the cached content based on the result. If the cache is hit, this proves that the content is being requested by the user. and if it is not hit, the content is not yet requested. An attacker can compare the latency of retrieval content to determine which retrieval content the user is more interested in.
For content cache privacy attack issues, the two methods of 'increasing the forwarding process forgery delay' and 'probabilistic cache' are mainly used [17] , [18] . The first method is used to reduce the time delay of content which is requested more than k times, so that the attacker cannot distinguish whether the content is obtained by the router cache. However, this method has a long delay for content that is not requested, which is not conducive to the low latency advantage of ICN. The second method is used to determine whether to cache content by using the location of the forwarding path and the size of the available space of the cache. The operation is mainly based on the internal state of the router, and the attacker cannot obtain the content. However, the disadvantage of this method is that the cache protection is limited due to the random subset of content cache.
B. STUDY ON THE CONTENT ATTACK ISSUES
There are two main types of ICN-related attacks: content poisoning attacks and Interest flood attacks.
1) CONTENT POISONING ATTACK
This type of attack [19] prevents users from obtaining legitimate and valid content by controlling one or more intermediate routers to forward or cache corrupted content. The main scenario of this attack is as follows:
There are two main types of such attacks:
(1) The attacker predicts the content of the requesting Interest package, releases a lot of Interest packets to request the content in a unified time, and controles the route or the host to receive the request and to return the poisoned content, and this operation causes the subsequent requester to receive the poisoned data packet.
(2) The attacker already knows about the Interest package with specific content. The attacker controls the router to receive the Interest packet and to return the poisoned content, and this operation causes other intermediate routers to cache poisoned data.
At present, there are two solutions to content poisoning attacks: one is to sort the cached content based on user feedback, and the other is the SCIC method combining dynamic and static mechanisms [20] , [21] . The former mainly uses the Interest package Exclude field to exclude the fake and destroyed content, and builds a monitoring function for malicious content according to the exclusion time and the number of times: the sooner the content is excluded and the more it is excluded, then the later the content is returned. When the route accepts the request packet, the content is sorted according to the content, and the highest sorted content is returned first. This method can effectively prevent the malicious content from being returned. The latter adds a selfcertification naming function to the NDN to determine the correctness of the content received by the router. Both methods have the following disadvantages: limiting content acquisition delay, reducing scalability, and reducing data cache efficiency; overly reliant on user feedback, increasing the risk of fraudulent feedback; unable to support the combination of dynamic and static verification methods; the virus has not been effectively removed from the network, which may cause the virus to spread.
2) INTEREST FLOOD ATTACK
The flooding attack is caused by the nature of the ICN user can send the Interest packet request information. The attacker sends a large number of Interest packets to request the nonexistence of the content data, causing the intermediate router PIT table to be overloaded and the ICN stateful forwarding to be abused, causing the content provider and the intermediate router to consume too much resources and fail to provide normal services.
For the flooding attacks, the method of limiting the name prefix or interface rate is currently used [22] - [24] . In order to avoid overloading of PIT tables caused by malicious requests, one idea is to use the name field to record status information instead of using PIT tables. Another idea is to design a detection and mitigation mechanism for this problems: by monitoring the PIT occupancy rate and timeout rate to determine whether there is an attack, if it exists, then enter the mitigation mechanism to filter the malicious content packets that have been passed in.
Through the research on the flood attack, the current research has the following defects: the suspicious Interest packet for the Interest flood attack may be misjudged; under the premise that the PIT is not overloaded, the malicious Interest can still cause network congestion; unable to control the attack problem, only take mitigation measures.
IV. DESIGN OF INTERNET OF BRAIN THINGS NETWORK SECURITY SYSTEM BASED ON INFORMATION-CENTRIC NETWORK
Based on ICN-based network security research and the requirements of Internet of Brain Things security architecture, this paper finds that the ICN-based Internet of Brain Things network security architecture and operation mechanism should meet the following requirements:
Analysis on Requirements of Internet of Brain Things features:
ICN-based Internet of Brain Things should meet the characteristics of limited Internet of Brain Things energy, environmental dynamics and diversity [25] . Limited energy means the use of appropriate lightweight encryption and authentication measures in low-energy devices with limited power, memory and computing power. Environmental dynamics means avoiding the node movement of the architecture affecting information transfer. Diversification means that different types of information are processed differently by different devices.
Analysis on Requirements of Internet of Brain Things security:
The Internet of Brain Things should meet security requirements such as integrity, confidentiality, availability, authentication, and rights management [26] , [27] . Integrity means that information is not destroyed or interfered during the authentication process. Confidentiality means that an entity encrypts information according to actual needs during communication. Availability means that the user makes a request for information and then receives the accurate information returned. Authentication means that when receiving a data packet or an Interest packet, the data source needs to be authenticated, and the rights management means that different users have different permissions to obtain information.
Analysis on Requirements of the Information-Centric Network Security:
ICN-based Internet of Brain Things should meet the security needs of attacks and privacy issues. Attack protection can mitigate the Internet flooding and content privacy issues. Privacy security means protecting cache privacy and name privacy.
A. DESIGN OF INTERNET SECURITY ARCHITECTURE OF THE INTERNET OF BRAIN THINGS
Combined with the above analysis, this paper designs a network security architecture consisting of six entities: device, user, gateway, aggregator, router and management server. This architecture can connect to different applications, can also be applied to multiple scenarios, and has better extension and general performance. A schematic diagram of this architecture is as follows:
B. DESIGN OF PRIVACY-ENCRYPTED CACHING MECHANISM
The cache privacy attack mainly determines whether to hit the cache by measuring the time delay from sending the Interest packet to receiving the data packet. Accordingly, the design idea of this paper is as follows: use a cache mechanism based on the popularity theory [28] , [29] , the intermediate router caches the information class packets every other interval_cach hop. This method prevents the attacker from obtaining the information of the user's interest data and protects the cached content.
The processing mechanism of the caching mechanism based on the popularity theory is as follows: First, determine whether the interval_cach value is greater than count. If it is, it is directly forwarded; if not, the count_cach value is decremented by 1. Then, it is judged whether the count_cach value is equal to 0. If not, no buffer is required. If it is 0, the buffer processing is performed, and the count_cach value is reset and the value is equal to interval_cach. The schematic is as follows:
This cache mechanism is used to preserve the cache advantage of the ICN without increasing the delay and the cache hop count is determined according to the popularity of the information to avoid affecting the user experience.
C. DESIGN OF AUTHENTICATION MECHANISM FOR MITIGATING ATTACKS
Content poisoning attacks interfere with the requested content by injecting poisoned and falsified information into the network, so that users cannot obtain the required content. According to this, the design ideas of this paper are as follows: Using an interval-based authentication mechanism, the intermediate router hops authentication packets every other interval_au. If the authentication fails, the upstream router clears the cached poisoned content. This type of authentication can effectively prevent poisoning content, avoid the spread of poisoned content in the network, and achieve the purpose of mitigating attacks.
Add count to the total hop count of the statistics router in the Interest packet, initialize the count_au value to be equal to the interval_au value, add the count_au value, the interval_au value and the list_au entry in the interface list to the data package name.
The packet passes through the router and should be processed as follows Determine the size of the interval_au value. If it is greater than count, it does not need to perform authentication processing, and directly performs cache processing based on popularity. If not, the count_au value is decreased by 1. The second step is to determine whether the count_au value is 0. If not, the authentication process is performed. If the authentication is passed, the list_au list is cleared, and the count_au value is reset to the interval_au value, and then the next cache is performed. If the authentication fails, the forwarding operation is stopped. According to the incoming packet of the list_au, all possible poisoning routers are determined, and the contents of the poisoned router cache are cleared. This paper designs an authentication mechanism to solve the content poisoning attack. By timely discriminating and clearing the poisoned content, preventing the spread of poisoned data content, and calculating the authentication hop count based on the importance of the data content itself, the authentication mechanism is more flexible and the transmission performance is improved.
V. ANALYSIS OF SECURITY SYSTEM PERFORMANCE OF INTERNET OF BRAIN THINGS BASED ON INFORMATION NETWORK CENTER
To further verify the performance of the ICN-based Internet of Brain Things security system, this paper uses the ndnSIM simulation platform [30] to simulate the system. With the feature of ndnSIM having a specific forwarding policy router, based on this strategy, this paper designs and implements six entities including router, server, aggregator, gateway, device and user. According to the experimental requirements, this paper designs an initial network topology consisting of 20 routers, 10 devices, 10 users and 3 domains. In subsequent experiments, the number of related entities can be adjusted as needed. The schematic is as follows: 
A. ANALYSIS ON OVERALL SECURITY PERFORMANCE OF THE ARCHITECTURE
In order to analyze the performance of the overall architecture of the network security system under different physical numbers, in this experiment, the number of routers is changed from 20 to 100, and the number of domains is changed from 3 to 15. we analyze the system's performance based on changes in different indicators.
In order to analyze the impact of the number of domain changes on system performance, the number of routers is fixed at 80, and in order to analyze the impact of changes in the number of routers on system performance, the number of domains is fixed at 12. In the test, the zipf distribution is used to simulate the user sending the Interest packetm, the Interest packet has 120 classes and transmission frequency is 120 per second, the simulation time is 60s. In this paper, round-trip time delay, network throughput, cache hit rate, and request success rate are used as performance test indicators.
1) TIME DELAY
Time delay: the time difference between the user sending the Interest packet and receiving the Data packet that satisfies the condition [31] . The time delay in this experiment is the average of the time delays throughout the simulation. We mainly observe the influence of the number of domains from 3 to 15 and the number of routers from 20 to 80 on the time delay. The relevant results are as follows:
The figure shows, as the number of domains increases, the time delay of command execution time information request decreases first and then increases and finally decreases again, but the overall trend remains stable and fluctuating within a reasonable range, and the time delay of acquisition type information is first decreased and then increased. If only use the interval-based authentication mechanism, the overall trend does not change, but the time delay is increased due to the time spent by router authentication. If only use the popularity-based caching mechanism, the overall time delay is reduced to a minimum. If use the authentication mechanism and the caching mechanism both, the time delay is increasing and reaches the maximum value. This phenomenon indicates that the router spends a lot of time participating in both calculations. The more the number of domains and entities, the longer the time is consumed.
The experimental results found that when the number of routers changes from 20 to 100, the cache hit rate change trend is similar to the cache hit rate when the number of domains increases.
2) NETWORK THROUGHPUT
Network throughput: the number of packet transmissions in the network [32] , In this experiment, the throughput is the average number of Interest packets and data packets per second in the entire network. In the experiment, the impact of the number of domains and the number of routers on network throughput was simulated. The number of domains changed from 3 to 15, and the number of routers varied from 20 to 80. The simulation results are as follows:
As the number of domains increases, network throughput shows a slow upward trend. In addition, as the number of domains increases, the network throughput of command execution class requests is on the rise, and the information acquisition type information network throughput did not change significantly. In contrast, the popularity-based caching mechanism and the interval-based authentication mechanism are much smaller than the network throughput of the command execution class request. When using both mechanisms at the same time, the throughput does not change substantially.
As the number of routers increases, the overall network throughput decreases. Adopting a popularity-based caching mechanism, the network throughput is large, but the overall trend is still declining, and with an interval-based authentication mechanism, throughput does not change significantly. In addition, there are basically no changes to the two mechanisms at the same time compared to using only the caching mechanism throughput.
3) CACHE HIT RATIO
Cache hit ratio: The ratio of the number of Data packets returned to the router to the total number of Data packets in the network [33] . In this experiment, we analyzed the impact of the number of domains from 3 to 15 and the number of routers from 20 to 80 on the cache hit ratio. The results are as follows:
As the number of domains increases, the interval-based authentication mechanism has no effect on the cache hit rate. However, using the popularity-based caching mechanism can greatly reduce the cache hit ratio, and the hit rate change trend using both of the above mechanisms is basically the same as using only the popularity-based caching mechanism cache.
As the number of routers increases, the trend of cache hit rate changes is basically the same as the trend of the number of domains increases.
4) REQUEST SUCCESS RATE
Request success rate: the ratio of the number of successfully returned data packets to the number of requests sent out in the network [34] , [35] . In this experiment, the impact of the number of domains from 3 to 15 and the number of routers from 20 to 80 on the success rate of the request is simulated. The experimental results are as follows:
As the number of domains increases, the five groups of data show a steady trend. Combined with the results of the VOLUME 7, 2019 FIGURE 13. Impact of changes in the number of domains on cache hit ratio. above experiment, it is found that only the interval-based authentication mechanism has no effect on the success rate of the request. Moreover, using both mechanisms and using only the popularity-based caching mechanism has the same request success rate.
As the number of routers increases, the request success rate decreases slightly but the overall situation is relatively stable. And use only the popularity-based caching mechanism to be consistent with the success rate of both mechanisms. The above results show that the number of routers does not change the request success rate.
B. ANALYSIS ON PERFORMANCE OF THE AUTHENTICATION MECHANISM
For the defensive performance test of Internet of Brain Things content poisoning attacks, this paper mainly analyzed the time delay and content poisoning ratio in the interval authentication mechanism. The number of fixed domains is 10, changed the α value, β value and the number of routers, compared the time delay and content poisoning in different situations, and analyzed the system performance.
1) TIME DELAY
Analysis of the above figure shows that as the number of routers increases, the cache and lookup time in the network increases, eventually resulting in an increase in time delay. Further research found that when α = 0.3 and β = 0.7, the time delay is the shortest and the performance of the system is the best. This shows that the smaller the emer value is, the larger the impor value is, the smaller the time delay when calculating the interval of the authentication interval interval_au, the better the performance of the authentication mechanism.
2) CONTENT POISONING RATIO
Inject 20% virus into the computer network to simulate content poisoning scenarios, the result is that the proportion of content poisoning is much smaller than that of nonauthentication, the smaller the value of α and the larger the β value, the better the performance of the authentication mechanism.
C. ANALYSIS ON PERFORMANCE OF THE CACHING MECHANISM
In order to test the performance of Internet of Brain Things protection privacy, this paper mainly observed the performance degradation of the cache mechanism by changing the attenuation factor of the cache mechanism. We analyzed system performance by observing round-trip time delays, network caches, cache hit ratios, and request success rates in different situations.
1) TIME DELAY
Analysis of the above figure shows that as the number of routers increases, the overall time delay of the system VOLUME 7, 2019 FIGURE 21. Impact of changes in the number of routers on the cache hit ratio. gradually increases. However, using a popularity-based caching mechanism can greatly reduce the time delay, and the smaller the attenuation factor ρ, the smaller the time delay.
2) NETWORK BUFFER VOLUME It is found that as the number of routers increases, the amount of network buffers shows an upward trend. However, using a popularity-based caching mechanism can effectively reduce the amount of network buffering, and the smaller the attenuation factor ρ, the larger the amount of network buffering.
3) CACHE HIT RATIO
We found that as the number of routers increases, the amount of network caches shows a downward trend. However, with the popularity-based caching mechanism, the cache hit rate is greatly reduced, and the smaller the attenuation factor ρ, the larger the cache hit rate.
4) REQUEST SUCCESS RATE
Analysis of the above figure shows that the intermediate routers have the highest success rate when performing cache operations, and the more routers, the greater the success rate of requests. However, with the popularity-based caching mechanism, the request success rate is reduced, the smaller the attenuation factor ρ and the larger the number of cache routers, the greater the request success rate.
VI. CONCLUSION
The Internet of Brain Things is essentially an informationcentric network, and applying ICN to the Internet of Brain Things is the future development trend. With the rapid development of Internet of Brain Things technology, ICN-based Internet of Brain Things network security has become a key issue to be solved. This paper focuses on ICN-based Internet of Brain Things network security issues. In response to this, we mainly completed the following work:
(1) Focus on analyzing the attack problems and privacy issues existing in the operation mechanism of the Internet of Brain Thingss at this stage.
(2) According to the security requirements of ICN-based Internet of Brain Things integrity, confidentiality, availability, authentication and rights management, the ICN-based Internet of Brain Things network security overall architecture is designed.
(3) From the two perspectives of mitigating attacks and protecting privacy, study the interval-based authentication mechanism and the popularity-based caching mechanism.
(4) In the ndnSIM environment, the simulation platform is equipped to simulate the performance of the overall architecture, authentication mechanism and caching mechanism. The system performance is evaluated by four technical indicators: round trip time delay, network throughput, cache hit ratio and request success rate.
Results prove:The ICN-based Internet of Brain Things network security architecture and its mechanism designed in this paper can alleviate the Internet flooding and content poisoning problems, and can obviously protect the cache privacy and name privacy.
